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Watch out for phishing 
scams, says Charity 
Commission

Plus:

• What’s changed in the 2018 
charity annual return?

• Charity Commission to advise 
on radicalisation, misuse of 
data, and safeguarding

The new annual return will 
make for an “easier user 
experience for charities”, 
the Charity Commission has 
outlined in a blog this month 
– but warns over a number 
of new questions relating  
to executive pay.



Welcome to our Focus On Charities bulletin, looking at news and information relevant to the charity sector and the services 
that we can offer. 

In this edition: What’s changed in the 2018 charity annual return?, new advice on safeguarding charity workers and 
cybersecurity tips for charities.

If you have any feedback about this Focus On Charities Bulletin or would like to contribute towards the next edition,  
please contact us on 01789 299076 or email jackie.rawlings@ murphysalisbury.com.

The new annual return will make for an 
“easier user experience for charities”, the 
Charity Commission has outlined in a blog 
this month – but warns over a number of 
new questions relating to executive pay.

Charities with annual incomes of more 
than £10,000 and financial years ending  
1 January 2018 are required to complete 
the new return (AR18) within 10 months 
of the financial year ending. 

Among the changes, charities will be 
required to answer fewer questions, while 
complex forms will be reserved for only 
the biggest organisations.

On average, charities completing the 
2018 annual return will answer 15 fewer 
questions than in the past, the Charity 
Commission said.

However, new questions will be added 
concerning executive pay and total staff 
remuneration. The Commission said it will 
make public how many individuals receive 
total packages worth upwards of £60,000 
in bands (in bands of £10,000 up to 
£150,000, then in bands of £50,000).

Charities will also be required to provide 
information about their highest paid 
employee – though this information will  
be held for regulatory purposes, rather 
than made public, it added.

The report also revealed:

• Only information about income 
from overseas governments or 
quasi-governmental bodies, 
charities and NGOs will be 
mandatory for the first year

• Providing information about income 
from other overseas institutions 
and donors will be voluntary for  
the AR18 and then mandatory in 
following years, subject to a yet 
undisclosed revenue threshold

•  Questions will no longer be asked 
on whether charities are claiming 
rate relief for the premises they  
use, or the amount of gift aid they 
have claimed

David Holdsworth, Deputy CEO and 
Registrar at the Charity Commission, 
says: “The annual return is a vital tool 
in promoting charities’ accountability 
to the public, donors and beneficiaries 

as well as ensuring we have the 
information we need to be an effective, 
proportionate, risk-led regulator. I am 
grateful to the charities that took part  
in our extensive consultation on the 
content of AR18. Today’s report shows 
that we have listened carefully to 
charities’ submissions and have made 
important changes as a result.”

The full report can be found on  
www.gov.uk.

Are you on top of your charity 
finances? Contact Murphy Salisbury 
today for help and advice. 

Our first consultation is always free.

What’s changed in the 2018 charity annual return?

Welcome



The Charity Commission for 
England and Wales has outlined 
new plans to help safeguard the 
people who work for and with the 
not-for-profit sector.

In its new report, Strategy for 
dealing with safeguarding issues, 
the Commission says trustees 
should “take steps to ensure no one 
who comes into contact with their 
charity suffers distress or harm”.

The report contains information on 
how trustees can provide a safer 
environment for staff and volunteers, 
as well as the people they support 
in its day-to-day activities.

The Commission says the strategy 
will do more than simply prevent 
physical abuse. In particular, it will 
look at how trustees can protect 
people from radicalisation and from 
the misuse of personal data.

Charities will also be asked to carry out 
due diligence on overseas partners and 
how funding is being used. 

“Where a charity funds other 
organisations, such as overseas 
partners, that work with children or 
adults at risk, its trustees should 
carry out appropriate due diligence 
so that they can be confident that 
their partner has in place appropriate 
safeguarding policies and procedures,” 
the report says.

Michelle Russell, Director of 
Investigations, Monitoring and 
Enforcement at the Commission, said: 
“The public rightly expect all charities  
to be safe environments. So all trustees 
should make safeguarding a 
governance priority. Of course, what 
trustees do in practice will depend on 
the context of their charity’s work, and 
trustees should take a proportionate 
approach. Charities working with 

vulnerable groups such as children and 
adults at risk for example, will need to 
ensure their safeguarding policies  
and practices comply with relevant 
safeguarding legislation and regulations.

“But all trustees should think about 
the people that come into contact 
with their charity and consider the 
steps they can take to prevent them 
from coming to harm.

“Recent accusations of harassment in 
the work place, including against some 
charities, demonstrate how vital it is that 
trustees are alive to the need to protect 
and safeguard all those involved in or 
affected by their work.”

Keep up to date with charity news and 
developments by following Murphy 
Salisbury on Twitter and Facebook. And 
for more information on any of the issues 
discussed in this bulletin, contact one  
of our experts today.

Charity Commission to advise on radicalisation, misuse  
of data, and safeguarding
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15 Warwick Road, Stratford-upon-Avon, Warwickshire CV37 6YW

Tel: 01789 299076
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The Charity Commission has this week 
alerted charities to the growing threat of 
cybercrime – amid news that the number 
of reported ‘phishing’ scams has rocketed.

Phishing scams – emails disguised  
to look as though they have come  
from a trusted source – are reported  
to Action Fraud around 8,000 times 
each month, it said.

They are designed to trick people  
into handing over sensitive information, 
such as usernames, passwords,  
or credit card details.

Charities are particularly at risk –  
as they often hold a huge amount  
of data on donors.

“This alert is being issued because of 
increasing reports of phishing scams.  
We are urging charities to be vigilant and 
protect themselves from harm,” said the 
Commission.

What you should do to prevent  
a cyber attack 

• Make sure charity software has 
up-to-date virus protection 
(though it will not always prevent 
you from becoming infected).

• Don’t click on links or open any 
attachments you receive in 
unsolicited emails or SMS 
messages. Fraudsters can 
‘spoof’ an email address to make  
it look like it’s from a trusted 
source. If you’re unsure, check 
the email header to identify the 
true source of communication. 
Information on how to find email 
headers is available on the  
MX Toolbox website.

• Always install software updates  
as soon as they become available, 
they will often include fixes for 
critical security vulnerabilities.

• If your current software does not offer 
an ‘anti-spyware’ function, consider 
installing software which does, it can 
detect key loggers.

• Make regular backups of your 
important files to an external hard 
drive, memory stick or online storage 
provider. But, it’s important that the 
device you back up to is not left 
connected to your computer, as a 
malware infection could spread to 
that too.

• If you suspect your bank details have 
been accessed, you should contact 
your bank immediately.

Charities hold a huge amount of 
data on stakeholders which should 
be protected at all costs. Murphy 
Salisbury can provide expert advice 
on bolstering your internet security, 
keeping you, your donors, and your 
charity safe.

Watch out for phishing scams, says Charity Commission


